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Email and Internet Policy
Policy Statement 
Carlow County Childcare Committee views the Internet and Email as essential tools for employees. However, the use of those tools can expose the Carlow County Childcare Committee to technical, commercial and legal risks if they are not used sensibly. The widespread availability of social media means it is important to understand how to use it effectively and sensibly, both in the workplace and during personal use. 
This policy aims to ensure that Carlow County Childcare Committee is not exposed to legal and governance risks through the use of email, internet or social media and that its reputation is not adversely affected. 
This policy also aims to ensure that employees are protected while using social media, email and the Internet and feel empowered to contribute to collaborative online activity when it supports their role within the company.  
The policy applies to all workers and employees of Carlow County Childcare Committee, from management to temporary workers, and to all users of email and Internet. 

Purpose 
The purpose of this policy is to define acceptable email and internet use within working time. 

Email and internet use for work purposes 
Many employees will be required to use email and the internet regularly for work purposes. This is clearly acceptable when it is fulfilling work duties. However, it is important that employees are mindful of the need to use email and the internet appropriately. In particular: 
· No obscene or offensive language should ever be used in emails; 
· Emails of a discriminatory, derogatory or defamatory nature must never be sent; 
· Email must never be used as a form of communication which could cause harassment or be abusive to someone; 
· Emails should not be copied to people inappropriately; 
· If an employee receives an offensive email this should be reported to his/her line manager. It should not be passed on to other employees; 
· Internet sites should only be accessed if they are appropriate to the work that is being carried out; 
· Email content and language should remain consistent with the Service’s best practice; 
· Email messages should be concise and appropriate; 
· Emails containing confidential information must be treated appropriately as such and all necessary steps taken to protect confidentiality. The company will be liable to infringing copyright or any defamatory information that is circulated either within the company or to external users of the system; 
· Employees must be conscious of the fact that offers or contracts transmitted by email are as legally binding on the company as those sent on paper.
If you do use email inappropriately including some of the examples above, you may be liable to disciplinary action up to and including summary dismissal. 
During an employee’s absence (for holiday, sickness or any other reason) the Service reserves the right to access the employee’s email account. This is necessary to ensure that any business issues are addressed in a timely manner. 

Email use for personal purposes 
Employees should not send personal emails during work time, unless the email relates to an urgent matter that needs addressing immediately. 
During official breaks (e.g. lunchtime) employees may access their personal email accounts. However, in responding to emails the code of conduct relating to work emails (as explained above) applies. 
Employees may only use their work email address for work purposes. They are not to send personal emails using this address. 

Internet use for personal purposes 
Employees should not use the internet for personal purposes during work time. During official breaks (e.g. lunchtime) employees may access the internet for personal use. 
However, only appropriate sites may be accessed (see below). 

Internet sites that cannot be accessed 
Under no circumstances can any pornographic internet site be accessed during working hours or at any time using a computer belonging to the Service. 
Any other internet sites that contain offensive, obscene or otherwise unacceptable material must not be accessed using a computer belonging to the Service, or during working hours. 

Downloading of material 
Viruses and similar problems can bring an entire computer network to a standstill. It is important, therefore, that all employees are aware of the need to act responsibly and minimise the risk of this occurring. To help protect the company network, employees must not download any documents on to a computer belonging to the Service without being confident that it comes from a legitimate source. 
No software can be downloaded onto a computer belonging to the Service without the express agreement of management. 
You must not under any circumstances use the Services email system or internet to access, display, circulate or transmit any material with a sexual, violent, graphic or discriminatory content. This may constitute a criminal offence and both you and the Service could be liable. 
The display on screen of material with a sexual content and/or its transmission to another may also amount to sexual harassment – for which you could be liable. 

On-line blogs 
Employees must not contribute to on-line blogs during working hours, or using a computer belonging to the Service. 
Employees must not contribute to any blog which criticises the service, or otherwise brings the Service into disrepute, at any time (this includes during personal time). If the employee is dissatisfied with some aspect of their employment this should be addressed using the Service’s grievance procedure. Using a blog to criticise or damage the reputation of the Service may result in disciplinary action. 

Passwords
Access to the Service shared files must be password protected. Employees are required to use their passwords, and not put in place any process which bypasses the requirement for a password. 
· Passwords must not be stored by the computer. 
· Passwords must not be disclosed to any other person.

Protection of Personal Data 
Carlow County Childcare Committee is required to comply with legislation concerning the protection of personal data. Failure by the Service to adhere to that legislation could expose Carlow County Childcare Committee to civil liability and to enforcement action by the data protection authorities. 
The obligations of the Service are complex but you can help ensure compliance by adhering to the following rules: 
· Do not disclose any information about a person in an email or on the Internet, which you would object to being disclosed about yourself. 
· Be particularly careful when dealing with information concerning a person’s gender, civil status, family status, age, disability, race/ethnicity, sexual orientation, religious belief or political opinion, health or financial matters. 
· Do not send any personal data outside the European Union.
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