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(TEMPLATE LETTER TO SUPPLIER) 
Dear ________________,
I am writing to you as a supplier who handles data relating to our Service. This is to ensure compliance with the General Data Protection Regulations and is part of the Service's due diligence process. 
Under Article 28 (1) of the GDPR we can only use a supplier (data processor) who is “providing sufficient guarantees to implement appropriate technical or organisation measures, in such a manner that processing will meet the requirements of this regulation” 
We have developed a short due diligence questionnaire which we are asking you to complete.
The following applies to our Service in relation to data protection:
1. Personal data must be fairly and lawfully processed
2. Accuracy- personal data must be accurate and kept up to date
3. Security- personal data should be kept secure in terms of encryption and accessibility 
4. Keep data no longer than is necessary
5. Individual rights- right of access to information, right of rectification
6. Information is only shared with those who need it 
Please return the questionnaire as soon as possible.

Yours sincerely, 

Manager





Processor Due Diligence Questionnaire
Please complete and email to aine@carlowccc.ie
Name of Supplier (insert name of supplier)

	Requirement
	YES / NO
	Comment:

	
Do you have a knowledge and understanding of the GDPR legislation and your responsibilities as data processor? Use the comment box to demonstrate this 
	
	

	Do you have a Data Protection Policy? Please attach on return 
	
	

	Do you use subcontractors and if so have you ensured they are GDPR compliant? Use the comments box to explain 
	
	

	Is the data held on a secure server? Use the comments box to give details 
	
	

	Do you and any subcontractors have a documented procedure for deleting subject records on request (including archived/back-up records?  
	
	

	
Do you agree that all records will be deleted on terminating of contract with your company at no extra cost?
	
	

	Do you have the required privacy notices which meet GDPR requirements? 
Please attach on return 
	
	

	 Do your contracts of employment and disciplinary procedures list confidentiality and breach of data privacy as gross misconduct? Please attach relevant clauses 
	
	

	Is any IT equipment that hold personal data encrypted by you and any subcontractors? Please use comments box to give details of encryption software used.
	
	

	Do you transfer data outside of the EEA and if so are the appropriate measures in place to protect the personal data involved in this transfer?
	
	




I agree that the above is a true and accurate reflection of our GDPR compliance.

Signed: __________________________

Date: __________________________
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